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ABSTRACT
This panel discusses specific challenges in the usability of access
control technologies and new opportunities for research. The ques-
tions vary from “Why nobody, even experts, uses access control
lists (ACLs)?” to “Shall access controls (and corresponding lan-
guages) be totally embedded and invisible and never, ever seen by
the users?” to “What should be the user-study methodology for
access control systems?”.

Categories and Subject Descriptors
D.4.6 [Operating Systems]: Security and Protection—Ac-
cess controls; H.1.2 [Models and Principles]: User/Machine
Systems—Human factors; H.5.2 [Information Interfaces and
Presentation]: User Interfaces—User-centered design; K.6.5
[Management of Computing and Information Systems]: Secu-
rity and Protection

General Terms
Human Factors, Security, Design, Experimentation, Measurement

Keywords
usable security, HCISec, HCI, access control, security

1. PANEL DESCRIPTION
The recent resurgence of academic and industrial interest in us-

able security has led to an active re-examination of usability prop-
erties of wide range of security technologies, from the use of en-
cryption in e-mail [12], to password managers [4], to authentica-
tion of users to web sites [3] and vice versa [11], anti-phishing
approaches [5], CAPTCHAS [13], to name just few. The usabil-
ity of access controls has so far received limited attention in both
the HCISec and access control communities. At the same time,
more and more new types of applications that require controlled
sharing of resources or discrimination of information appear: so-
cial networks and other Web 2.0 applications, P2P and other ad hoc
applications, Grid or "cloud" computing. This panel discusses spe-
cific challenges in the usability of access control technologies and
new opportunities for research.
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There are numerous practical and research challenges and ques-
tions, when it comes to the intersection of usability and access con-
trol. Here, we list just few.

Let us start with something close to home for everybody—
access controls on the files accessed by users on their desktops
and laptops. Almost nobody, even experts, uses access control lists
(ACLs). Why? Reeder et al. [7, 10] discovered that end users can-
not understand the implications of changes in ACLs when out-of-
the-box user interface for managing ACLs is used.

Many agree that the needs of different audiences of access con-
trols vary. How should the usability goals or approaches to improv-
ing usability for access controls be different for novices (e.g., aver-
age user from the street), intermediate (i.e., those who know what
they are doing), power (e.g., IT professionals), and expert (e.g., sys-
tem admins) users? Zooming in on novice users, what access con-
trols, if any, should be exposed to them, under what circumstances?
If system developers and owners must provide controls to the inex-
perienced, how can such controls be usable and secure at the same
time? Raja et. al. [8] recently showed that the attempt by the de-
signers of the interfaces for the Microsoft Vista Personal Firewall
to make the firewall controls both usable and secure spectacularly
failed, resulting in an interface that prevents end-users from devel-
oping adequate mental models of the controls.

Even for IT security practitioners and other experts, it turns out,
access control and other security tasks are secondary, performed
irregularly, and without necessarily proper training [1]. It is not
surprising that even experts can make human errors, but failures
arising from "human error" should be seen as design faults at a
system level, rather than blamed on individuals [9]. What can be
done to detect or prevent errors? Shall the researchers and develop-
ers work towards making access controls (and corresponding lan-
guages) more usable, or make access controls (and corresponding
languages) totally embedded and invisible and never, ever let the
user see them? If the former is the case, then should the focus be
on improving visualization of controls or improving languages for
representing them textually [6]?

New applications with new access control models pose new us-
ability challenges. The management of ad hoc communities and
coalitions, for example, diffuses the role of the security admin-
istrator, and access control decisions and policies authoring are
moved closer to non-expert users. Grid computing, and other dis-
tributed computing, splits access control across administrative do-
mains, making it hard to evaluate the effective permissions which
a user or process has on an object. Information sharing among
business partners of different trust levels also requires new access
control models. Role-based access control and its variants are con-



ceptually hard for non-specialists to understand [2]. These new
applications increase the relevance of usable controls.

New access control designs should take usability into account.
How should the tension between low level enforcement (which is
architecturally good, the closer to the object the better) and a higher
level controls for users should be resolved?

When it comes to evaluating new access control systems, how
are they evaluated today, and how could researchers and develop-
ers incorporate more usability testing into their evaluation? What
should be the user-study methodology for access control systems?
In particular, benefits of lab vs. field studies, and what each can
teach us about the usability of access control systems?
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